HEH3 MW P24 505 B % 4l Vol.11 No3
202546 A Chinese Journal of Network and Information Security June 2025

HITHAR R ZE S IR FARIP T R SRk

A, R, R, BeEF?
L WS IR T KA B 2 R R 4 28 1) 22 4228, WA JRVEE SEBYT 1500015 2. AL st A iR K s 24k, dbat 100191

7 . WEAERSANEMEARANPSERE, AN RBIEEER. A= T RN EE.
T E R 2 I A NI 2SR s RRAE, Rk A R FNBURFS T AT DRI X S iE o F P R S R it i
SRR . SR, AN BRI EE 2 AL 2 HLRURE, NG 2R 050 8 A AN 2 itk & - 1 R BE A0 AR b
bk, B RFAMTERORGL ST EN . XA FEMIAR S 2 H RS EdE, ST B
B2 R R TR . N T fRsX R AL IR DL W, 22y BR AR Y, e AN BEYE A F P A U B 4
A7k TR B I BR AL CRAE, E AR B BIR A INMERE R . Bk, 28R T Z 0 RAERIE R sk
R FA T THT R FE 0 Rt s AARBRRAERRY L 82 37 s AN sl Jy 2550 A 58 0] THD 1) 0 20 5000 1) 22 43 B A VEIEAT T 6
RN X220y B RATE HUIE A R A CR AP 5 THI 1A A J 7 1l kAT T R .

KR BURRERL; TEERA; ZEARRR: PUSEdE

FESES: TP309

XHFRERE: A

DOI: 10.11959/j.issn.2096-109x.2025027

Survey of differentially private methods for trajectory data

SUN Xinyue', ZHANG Weizhe', HE Hui', YANG Renyu’

1. School of Cyberspace Science, Faculty of Computing, Harbin Institute of Technology, Harbin 150001, China
2. School of Software, Beihang University, Beijing 100191, China

Abstract: With the rapid development of sensor and positioning technologies, vast amounts of trajectory data were
generated, stored, and shared by users’ smart mobile devices. These data contained valuable personal spatiotemporal
mobility features, which could be leveraged by businesses and government agencies to provide efficient and conve-
nient services to users and society. However, individual trajectory data were private and sensitive, and improper data
usage could not only expose users” home and work addresses but also reveal their health status and economic condi-
tions. These privacy concerns led to reluctance in sharing trajectory data, hindering the development of location-

based services and applications. To address this issue, a promising solution—differential privacy (DP) technology—
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was proposed. DP could offer rigorous, provable privacy guarantees for users’ sensitive data while preserving valu-

able information. The research progress of DP in protecting trajectory data privacy was reviewed. The DP methods

for trajectory data were analyzed from perspectives such as privacy models, application scenarios, and perturbation

mechanisms. Finally, an outlook on the future development of DP for trajectory data privacy protection was provided.
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Table 1 Summary of existing literature on differential privacy protection of trajectory data
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Figure 1 Complete process of trajectory data acquisition, management and analysis, sharing and release
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Figure 3 Classification of differential privacy protection methods for trajectory data
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Table 2 Summary of existing methods of trajectory data privacy protection based on CDP
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